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Introduction

Swhoarewe



What is RFID?

Failed implementations.
Ov-Chipcard
Metapay
University cards

MijniD



Radio-Frequency-ldentification
Works on various frequencies
Broad usages

Used around the world



Hotels (13,56mhz, NL)

Public transport (13,56mhz, NL)
Passport (900mhz .NL)

Credit cards (900mhz?)



Failed implementations



Ov-chipkaart

Mifare cards
Mifare Classic proven to be insecure '08
Backoffice system mapped.



Hardware

Kaart hiep

(%) ov-chipkaart




Ov-chipkaart metro system

No encryption at all \o/

One write only.

Being used for one way/round trip.
Hardware created to bruteforce UID's.



Magnetic swipe side

Card Data Setup

Close

2439053228=1439151

Recordii: Record Date: 10-11-2011

Card Type: |"-.-’i$a j

Title: I—LI

First Hame: | Last Name: |

Account#: |3435|]53223 " alidate | |

Prefix Info:

Issue Date: [{1.qn.2011 =] Member Since: | YY)

Expiry Date: [1433 YvMM  INVALID Extra Info: |

Notes: o

0o

013

0o

Track Data Format
{* 150 Standard

~

~

Read Card

Virite Card

Duplicate Card

Edit Tracks




Adam University card

Dienst Facilitaire Zaken

(000019485

Eigendom van de
Vrije Universiteit Amsterdam




The card is an RFID card using near field communication technology.

The card is not deemed a bank card or a payment instrument substituting cash and Sziget does not hold
deposits. It may only be used for payment at the Budal Gourmet, the Volt Festival, the Heineken Balaton
Sound and Sziget events, during the event, in the sales units operating at the premises of the event
provided by Sziget. IR EEI-R R =R s = s = R = R ==l . The festival card is
valid at each of the above events, but the balance on the card may NOT be transferred to another of the
above events. The balance on the card may be reimbursed. For the rules of reimbursement, see Point 8.

The card does not make it possible to personally identify the cardholder and it carries no information
regarding its holder.



Oday time!

AH mijnid

Mifare ultralight

UID coupled to your back account
Self service

Bruteforcing for free 0xfO0d.



Come tonight to the hackerspaces village!
RFIDIOT, mfoc, touchatag




Thanks for listening!

Dr\Whax
ITdeal
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